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The Big Hack: How China Used a Tiny 

Chip to Infiltrate U.S. Companies ï

Bloomberg Businessweek 2018

https://www.bloomberg.com/subscriptions?in_source=fs-nav
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Millions of Android Devices Are 

Vulnerable Right Out of the Box
Firmware bugs introduced by manufacturers and carriers put Android smartphones 

at risk - WIRED 2018
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The Untold Story of NotPetya, the Most 

Devastating Cyberattack in History
Crippled ports. Paralyzed corporations. Frozen government agencies. 

How a single piece of code crashed the world. ïWIRED 2018
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×Side Channels

ü A side channelis a meansof obtaining information about

software execution outside of the programôsintended

communication

ü Is X a side channel?

üDepends on what we consider ñintendedò

ü Boils down to ñyouwere not supposedto considerX as a

sourceof informationò(YWNS)

3
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×Categories of Side Channels

üTiming

üYWNS performance

üCache, BPred, etc.

üYWNS microarchitecture

üPower, EM, acoustics, etc.

üYWNS physical (analog) aspects of the implementation

üBus snooping, DRAM-freezing, etc.

üYWNS open the computer!
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×TEMPEST: A Signal Problem

üBell Labs discovered first wireless side-channel in 1943.

üCryptographycommunity is concernedabout this problem

becauseprivate-public key encryption can be broken via

side-channels.

üFocusonsimplehardwaresuchasmicrocontrollers
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×EM Emanations From Computer Systems

üEM emanations from modern systems (laptops, desktops, 

cellphones, IoT) exist

üCan they leak any ñinterestingò information? (yes)

üFrom how far away can they be received? (several meters)
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×Impedance Based Side-Channel?
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×Detecting HW Trojans via Backscattering  Signals?

üSynthesizedAES-128crypto-processoronFPGA

ü11-cycleAESpipeline,new128-bit datablockbeguneverycycle

üWe implementedthehardwareTrojanT1800from trust-hub

(http://trust-hub.org/).

üActivatedby aspecific128-bit inputvalue

üTrojanôspayloadcircuitry dormant(noswitching)until activated

üOnceactivated,payloadscircuitry togglesa lot (to drainbattery)

üOverallsize~1.7% of AES circuit

üAddedto layoutwhile preservingplace/routeof AES circuit

[8] L. N. Nguyen, C.-L. Cheng, M. Prvulovic, and A. Zajic, ñCreating a backscattering side channel to enable detection of dormant 

hardware Trojans," IEEE Transactions on Very Large Scale Integration (VLSI) Systems, 2019.

http://trust-hub.org/
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×Idea for Detection

üTrojanôsñtriggeròcircuitry is smallbutactive

üTrojanôsconnectionto AES circuit changesimpedancesin

theoriginalcircuit, changingits EM behavior

üSub-cycle temporal granularity, need BW that is many

timestheclock rateto capturesuchrapidchanges
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×Measurement Setup for RFB
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×Comparison with EM and Power Side-Channels
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×Detection of Counterfeit Designs


